AHHOTaIUsA padoyeil MPOrpaMMbl TUCUMUILIMHBI (MOXYJIs1)
b1.B.07 «OcHoBbI HHGOPMAITMOHHON 0€30TTaCHOCTH

Hean AucHUNIMHBI

[enbro TUCHUIUTUHBI SBJISIETCA U3yYEHUE IPUHIIMIIOB 00ecrieueH s HH(OPMALMOHHOM 0€30MacHOCTH
rocy/apcTBa W OpraHHu3alfii, MOAXOJ0B K aHAIM3y YIpo3 €ro HHQOpPMAIMOHHOW HH(PACTPYKTyphl U
OCBOGHUE AUCUUIUTMHAPHBIX KOMIETSHIUN ISl pelIeHHs 3a71a4 3alIUThl HHPOpMaIMU B HH(GOPMAITMOHHBIX
CUCTEMax, a TaKkxke popmMupoBaHue (PyHIaMEHTAIbHBIX 3HAHUN B 00J1aCTH MHPOPMAIIMOHHON OE€30MaCHOCTH.

33/]3'-[1/[ AUCHHUIIIMHBI

U3Y4YEHHE OCHOBHBIX MOJIOKEHUH TOCyAapCTBEHHOW MOJIUTHUKH B 00JaCTH oOecredeHus
nHpopmanmonHoit Oe3omacHoctu Poccuiickori ®Depepannn, OCHOBHBIX TIOHSATHH B
o0iacT! 3amMThl WHPOPMALUU W METOJOJOTHUECKUX MPUHIMIIOB CO3JAaHUS CHUCTEM
3alUThl HHGOPMALIUK;

M3Yy4YECHHE BHJIOB 3alUIaeMoil MHQOpMaIH, yrpo3 MH(OPMALUOHHONW 0e30MacHOCTH,
CYLIHOCTH ¥ Pa3HOBUAHOCTEN MH(OPMALIMOHHOIO OPYKHUS, METOOB U CPEJICTB BEACHUS
MH(OPMAaIMOHHBIX BOWH;

U3y4YeHHE METOJOB U CpeACTB obecreueHUs HHPOPMAMOHHONW 0E30MacHOCTH
KOMITBIOTEPHBIX CHCTEM, MEXaHHW3MOB 3alIUThl HH(pOpMauu, (GpOopMaIbHBIX MOJAEIEH
0€30MacHOCTH, KPUTEPUEB OILICHKH 3alllMIICHHOCTH U o0ecnedeHus Oe30MacHOCTH
ABTOMATHU3UPOBAHHBIX CUCTEM;

npuoOpeTeHne yMEHHH B 10100pe U aHAJIN3€E [T0Ka3aTeslel KauecTBa U KPUTEPUEB OLIEHKU
cucteM 0€30MacHOCTH, OTHENbHBIX METOJOB U CPEACTB 3alllUThl HH(POpMAINH,
HCIIOJIb30BAaHNH COBPEMEHHOM HAyYHO-TEXHUYECKOU JIUTEPATYPOU JIs PEIICHHUSI 3a/1a4 110
BOIPOCaM 3allIUThl HHPOPMAIIHH;

NpUOOpeTEeHNEe HABHIKOB aHanu3a MHGOPMAIMOHHON HMH(PACTPYKTYphl rocyaapcTBa C
TOYKH 3peHUs HHPOPMAITMOHHOW 0€3011acHOCTH, TOA00pa HOPMATUBHBIX U METOMUECKUX
MaTepuasoB MO BOMPOCAM 3alUThl HH(OPMALIUH.

(I)opanyeMble KOMIIETCHIUUH U HHAUKATOPLI UX TOCTHKCHUA MO TUCHUIIJINHE

KO)I KOZI W HAMMEHOBAHME UHIUKATOPA JOCTHKCHUA
KOMIIETCHIIUH Conepmal{ne KoOMIETeHIMM KOMIIETCHIINHU

VK-2 CriocobeH onpenenars kpyr 3agad | YK-2.1.
B paMKax MOCTAaBJICHHOM LENH U 3HaTh: BUJIBI PECYPCOB M OTPAaHUUYEHHUI JAJIs1 pEILICHHS
BBIOMPATh ONTUMAIIBHBIE CIOCOOB! | MPO(hECCHOHATBHBIX 32]1a4; OCHOBHBIE METO/IbI
UX PELICHUs], NCXOIS U3 OLIEHKH pa3HbIX CIIOCOOOB pelIeHUs 3a1ay;
JEHCTBYIOLINX MPABOBBIX HOPM, JecTByIOlIee 3aKOHONATENILCTBO U IPABOBBIE HOPMBI,
UMEIOIIUXCS PECYPCOB U perynupyomnye npopecCHOHaNbHYIO 1eSTeIbHOCTb.
OTpaHUYECHUI YK-2.2.

YMeeT NpoBOAWUTH AaHANU3 MOCTABICHHOM ILeNu U
(dopMysipoBaTh  3aJlauM, KOTOpPbIE HEOOXOIUMO
pemuTh A ee  JOCTHKCHHS; aHAIM3UPOBATH
aJIbTEPHATUBHBIC BAPUAHTHI PEILICHUN JIJIS1 TOCTUKEHUS
HaMEYeHHBIX pe3yabTaTOB; HCITOJB30BaTh
HOPMATHBHO-TIPABOBYIO0 JOKYMEHTAIIMIO B  cdepe
rpoeccnoHaTbHON AEeATEITBHOCTH.

VK-2.3.

Brnaneer meToaukamu pa3paOOTKH LEIH U 33724
MPOEKTa; METOaMH OIICHKH MOTPEOHOCTH B pecypcax,
MPOJIOJKUTEIBHOCTA U CTOUMOCTH IIPOEKTA,
HaBBIKAMH paOOTHI ¢ HOPMATHBHO-ITPABOBOM
JIOKYMEHTAIUEH.




OIIK-1 Crioco6eH oLeHUBaTh POJIb OIIK-1.1 - 3HaeT CyIIHOCTb U ITOHATHE
nHpopMaIy, THPOPMAITMOHHBIX | HHPOPMAIIMOHHON 06€30MTaCHOCTH, XapaKTEPUCTHKY ee
TEXHOJIOTHI 1 HHPOPMALIMOHHOW | COCTaBIISIOIINX, & TAK)KE OCHOBHBIC CPEJICTBA U

0e30MacHOCTH B COBPEMEHHOM crnoco0bl obecreueHust ”HPOPMATHOHHON

00111eCTBE, UX 3HAYECHHUE IS 0€e3011aCHOCTH;

obecrieueHns 00bEKTUBHBIX OIIK-1.2 - YMeeT npoBOANTH aHAJIN3 U BEIOOP
noTpeOHOCTEH INYHOCTH, CpEeZACTB M crioco00B obecnedeHus: HH(OpMaOHHON
00IIecTBa U TOCy1apCTBa; 0e30macHoCTH;

OIIK-1.3 - BrageeT npakTHYeCKUMH HaBBIKAMH
noucKa HeoOXoanMol HH(opMaru 1 00ecTIedeHuUs
UH(QOPMAIIMOHHOHN 0€30MIaCHOCTH TPH PEILICHUH 3a/1a4
B 00J1acTh MpoecCHOHATBEHOM EeATeTLHOCTH.

Conepmanne pa3aej;ioB TUHCHUIIIMHBI

Tema 1. UndopmanuonHasi 6e30acCHOCTh B CHCTeMe HAIMOHAJILHOU Oe3omacHocTH Poccuiickoi
Denepauuu

[Tonstne undopmanmonHoit Oe3zomacHocTH. HanmonanbHble uHTEpechl Poccuiickoit Pepepanuu B
nHpOpMaAMOHHOM cdepe u ux obecnieueHne. Bunsr yrpo3 nndpopmanmonHoii 6e3omnacHoct Poccuiickoi
Oenepannu. Mctounuku yrpo3 wuHdopMmanuoHHoil OezomacHoctd  Poccuiickoit  ®epeparuu.
NudopmannonHas 6€30MacHOCTh U HHPOPMAITMOHHOE MPOTUBOOOPCTBO. OOIIHE METOIBI 00eCIICUCHIS
uHpopmanoHHon Oe3zomacHocTH Poccuiickoit ®Dexpepanuu. Metoasl U cpelncTBa obecreyeHUs
0€30MMacHOCTH KOMMBIOTEPHBIX cUcTeM. OCHOBHBIC HaIpaBlICHUs oOOecTieueHuss HHPOPMAIMOHHOM
6e30macHOCTH 00bEKTOB HH(OPMALIMOHHON Cephl roCyIapCTBa.

Tema 2. Kuaaccupukanus wundopManmu, mnoajiekamed 3amure B COOTBETCTBHH €
3akoHoaatenbcTBOM Poccuiickoit @enepanuu. I'ocynapcrBeHHas TaiiHa. I'ocypapcrBeHHast
CHCTeMAa 3aluThl HH(popManum.

Wudopmanus kak 0OOBEKT NpaBOBBIX OTHOmIeHWH. OOmenoctynHas wuHbopMmarms. Wubopmanus
orpaHudeHHoro pocryna. Konduaenuuansnas napopmanus: KoMMepueckas TaiiHa; ciry>keOHas TalHa;
npodeccuoHanbHas TaliHa; TMYHAs TailHa; ceMeiiHas TailHa; mepcoHalbHbIe JaHHbIE. ['ocyapcTBeHHas
TalHa.

Tema 3. MeTogo10rn4ecKkne 0CHOBbI 3aIIUTHI HHGOPMAIHHT

Meroasl W TEeXHOJOTHMU 3amuThl HHPopManuu. Kiaccudukamus METOJOB M CPEACTB 3alUTHI
uHpopmanuu. AHTHBHpYyCHas 3ammra. CHcTeMbl WACHTUGUKAIMM M ayTeHTu¢ukaiuu. Cucremsl
pasrpaHu4eHus OCTyIIa. CreHorpaduyeckue W Kpunrorpapuueckue MeToabl. TexHomorus
JJIEKTPOHHON MOANUCH. MeToapl OOHapyXeHHss U OJOKMpOBaHHSA yrpo3 HHGPOPMALMOHHOM
6e3omacHOCTH. MeTO/ bl 3aIUThI B ONIEPALIMOHHBIX cucTeMax. CeTeBble TEXHOJIOTHH 3aIIUTHI.

Tema 4. Yrpo3bl nH(POPMALMOHHOH 0€30I1aCHOCTH

AHanmu3 ys3BuMmocTed cucteMbl. Knaccudukarus yrpo3 uHQOpMaIoHHOW Oe3omacHOCTH. OCHOBHBIE
HaIpaBJIEHUs U METO/IbI peanu3anuu yrpo3. Hedopmanbruas moaens HapymmuTens. OneHka ysi3BUMOCTH
CUCTEMBI.

Tema S. ITocTpoenne cucreM 321U ThI HHGOPMaALIUK

OmnpeneneHre M OCHOBHBIE CIIOCOOBI HECAHKIMOHUPOBAHHOTO JOCTyma. MeTonabl 3aluThl OT
HECaHKLIMOHUPOBAHHOTO JIOCTYIa: OPraHM3allMOHHBbIE METOMbI 3allUThl; HH)KEHEPHO-TEXHUYECKHE
METOJIbl 3aIlUThI; MOCTPOEHHE CHUCTEM 3alIUThl OT YIPO3bl YTEUKH [0 TEXHUYECKHM KaHajaM.
Unentudukanus u ayreHTu@ukanus. lcnonp3oBaHue Kpunrorpa@uueckux MeETOJIOB. 3aiuTa
LEJIOCTHOCTU MH(OPMAIUK MTPH XpaHEeHUHU; 00paboTKe; TpaHcopTUpoBKe. [locTpoeHne cucteM 3amThl
OT yrpo3bl 0TKa3a JA0CTyIa K HH(OpMaLUu.



Tema 6. HopmaTuBHO IpaBoBoOe peryJiupoBaHue 321U ThI HHpopMannu

HopmaruBHO-TIpaBOBbIE  JTOKYMEHTHl B  o0macth MH(GOpMAIMOHHOM  Oe3omacHocTH B PO.
3aKoHO/aTeNbHbBIE aKTHl B 00JaCTH 3amUThl HHpOpManuu. Poccuiickue 1 MeXIyHapOIHbIE CTaHIAPTHI,
ornpenensone TpedboBanus K 3amure nHpopmaruu. Cuctema cepruduranuu PO B o01acTu 3amuThl
uHpopmarmy. OCHOBHBIE TpaBWJIa U JOKYMEHTHI cUCTeMbl ceptudukanuu PP B obmacté 3ammThl
uHpopMaLuu.



